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The Next Biometric 
Challenge: Medical 
Alterations 
Karl Ricanek 
University of North Carolina Wilmington

Just as technological innovations enable identity science researchers 
to develop better recognition systems, they can also create novel 
challenges for such systems.

B iometric systems identify 
a person based on unique 
physical or behavioral 
characteristics, including 

fingerprints, facial features, speech, 
and gait. They accomplish this by 
matching one or more traits with 
templates in a database. However, 
what if a subject has had medical 
procedures that alter his or her 
physical appearance?

FINGERPRINT MODIFICATION 
In the January 2012 Identity 

Sciences column (“Automatic  
Detection of Altered Fingerprints,” 
pp. 79-82), Michigan State University 
researchers Anil Jain and Soweon 
Yoon discussed the longstanding 
problem of criminals circumventing 
fingerprint identification by law 
enforcement.

Because fingerprints cover a very  
small area at the tips of the fingers, 
it’s possible to obscure this area using 
crude methods such as chewing off  
the skin or applying acid to perma-
nently scar it. Criminals with more 
resources can have their fingertips 
surgically modified, replacing the 
skin with that of a donor or some 
other part of their own body.

In 2009, for example, a 27-year-
old woman from China, where 
“fingerprint transplant surgery is 
all the rage,” paid approximately 
$14,600 to have the fingerprints on 
her left hand switched with those 
on her right hand to defeat the 
biometric system used by Japanese 
immigration control after she was 
expelled from the country two 
years earlier (http://goo.gl/IywKUO). 
In a more extreme case cited by 
Jain and Yoon, in 2005, “an alleged 
drug dealer paid an Arizona plastic 
surgeon $20,000 to transplant 
skin from the sole of his foot to his 
fingertips to avoid apprehension.”

The MSU researchers developed 
algorithms to flag suspicious 
fingerprints based on disturbance 
of the orientation field, which 
constitutes the natural flow of 
friction ridges, and ridge bifurcation 
and ending points known as 
minutiae. High discontinuities in the 
orientation field and a nonuniform 
distribution of minutiae are 
indicators of a possible altered print. 

PLASTIC SURGERY
Plastic surgery is a widely 

practiced form of beautification 

in many countries. For example, 
an estimated one out of every five 
women in South Korea has elective 
cosmetic surgery—the highest per 
capita rate in the world (http:// goo.
gl/U4GZRc). In the US, where most 
cosmetic surgical procedures are 
performed, the number increased by 
197 percent from 1997 to 2011 (www.
surgery.org/media/news-releases/
celebrating-15-years-of-trustworthy-
plastic-surgery-statistics). And, 
despite severe government austerity 
measures, even the UK saw double-
digit increases in anti-aging treat-
ments such as eyelid surgery and 
face lifts between 2011 and 2012 
(http://goo.gl/TkCFGN).

Plastic surgery presents major  
recognition challenges for biometric 
systems that rely on facial char-
acteristics, such as the relative 
position, shape, and size of the  
eyes, nose, jaw, and cheekbones.  
To address this growing problem,  
a group of researchers at the 
Indraprastha Institute of Information 
Technology Delhi (IIIT Delhi) led 
by Richa Singh developed the first 
publicly available plastic surgery face 
database (http://research.iiitd.edu.in/
groups/iab/facedatabases.html).  
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significantly increased overall 
matching performance over the IIIT 
Delhi baseline to 77.9 percent. 

The same year, Raghavender 
Jillela and Arun Ross at West Virginia 
University fused two commercial 
face recognizers, VeriLook and 
PittPatt, with a SIFT (scale invariant 
feature transform)-based ocular 
matcher and multichannel LBP 
(local binary pattern) ocular matcher 
(“Mitigating Effects of Plastic Surgery: 
Fusing Face and Ocular Biometrics,” 

to Face Recognition,” IEEE Trans. 
Information Forensics and Security, 
vol. 5, no. 3, 2010, pp. 441-448). 

In 2012, researchers at Notre 
Dame University headed by Gaurav 
Aggarwal developed a sparse 
representation technique that fuses 
six facial components (“A Sparse 
Representation Approach to Face 
Matching across Plastic Surgery,” 
Proc. IEEE Workshop Applications of 
Computer Vision [WACV 12], IEEE CS, 
2012, pp. 113-119). Their approach 

Created in 2010, the database 
contains before and after frontal 
face images, downloaded from 
the Internet, of 900 subjects who 
underwent some form of plastic 
surgery. Figure 1 shows example 
image pairs for three women.

Plastic surgery procedures fall 
into two basic categories. Local 
plastic surgery is meant to provide 
a more pleasing appearance 
by reshaping and restructuring 
facial features and includes 
dermabrasion (skin), otoplasty (ears), 
blepharoplasty (eyelids), rhinoplasty 
(nose), and brow lift (forehead). 
Global plastic surgery, including skin 
peels and facelifts, is used to give 
the face a more youthful appearance 
and to remedy birth defects or major 
injuries, such as severe burns. 

Using the Plastic Surgery Face 
Database, Singh’s team provided 
baseline results for a wide range 
of face recognition techniques: 
principal components analysis 
(PCA), Fisher linear discriminant 
analysis (FLDA), local feature 
analysis (LFA), compound local 
binary pattern (CLBP), speeded-up 
robust features (SURF), and Gabor 
neural network (GNN). As Table 1 
shows, the results were ugly at best, 
with overall matching accuracy 
ranging from 27.2 percent for PCA to 
53.7 percent for GNN (R. Singh et al., 
“Plastic Surgery: A New Dimension 

Figure 1. Example face images of three women before (top row) and after (bottom row) 
plastic surgery. 

table 1. Face recognition system accuracy percentage as measured against the IIIt Delhi plastic Surgery Face Database.

Surgical 
procedure

Singh et al. (baseline)
Aggarwal 

et al.
Jillela and 

Ross
Liu, Shan, 
and ChenPCA FLDA LFA CLBP SURF GNN

Dermabrasion 20.2 23.4 25.5 42.1 42.6 43.8 81.3

Brow lift 28.5 31.8 39.6 49.1 51.1 57.2 86.8

Otoplasty 56.4 58.1 60.7 68.8 66.4 70.5 90.5

Blepharoplasty 28.3 35.0 40.2 52.1 53.9 61.4 89.5

Rhinoplasty 23.1 24.1 25.4 44.8 51.5 54.3 81.8

Other local 26.4 33.1 41.4 52.4 62.6 58.9 73.2

Skin peel 25.2 31.5 40.3 53.7 51.1 53.9 97.3

Facelift 18.6 20.0 21.6 40.9 40.3 42.1 86.7

Overall 27.2 31.4 37.8 47.8 50.9 53.7 77.9 87.4 86.1
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of Face-Based Recognition on a 
Transgender Dataset,” to appear 
in Proc. 6th Int’l Conf. Biometrics: 
Theory, Applications, and Systems 
[BTAS 13], IEEE, 2013).

Just as technological 
innovations enable identity 
science researchers to develop 

better recognition systems, they can 
also create novel challenges for such 
systems. Fingerprint modification, 
plastic surgery, and HRT are 
examples of cutting-edge medical 
alterations that can confound even 
the best biometric techniques. 
However, researchers are keeping 
abreast of such developments 
and working to improve system 
robustness against all possible 
conditions. A key to improving 
recognition accuracy is the 
availability of more comprehensive 
public datasets. 

Karl Ricanek Jr., Identity Sciences 
column editor, is a professor of com-
puter science and director of the Face 
Aging Group at the University of 
North Carolina Wilmington. Contact 
him at ricanekk@uncw.edu.

gender transformation reduces fat 
distribution, causing the face to 
become more angular (masculine) 
and leading to thicker skin. 
Conversely, male-to-female gender 
transformation stretches the dermis, 
removing fine wrinkles and lines.

Researchers in the Face Aging 
Group at the University of North 
Carolina Wilmington (UNCW) have 
compiled a database of frontal 
face images of HRT patients who 
underwent at least one year of 
therapy (www.FaceAgingGroup.
com/HRTDataset). The images were 
captured from video uploaded by 
the patients, primarily to YouTube. 
Figure 2 shows sample images of 
four male-to-female patients before 
and after gender transformation.

With Gayathri Mahalingam, 
I’ve been applying various face 
recognition algorithms to images 
in the HRT dataset at UNCW. 
Preliminary results indicate 
that HRT significantly impacts 
match scores, necessitating the 
development of new algorithmic 
techniques to deal with this 
emerging challenge (“Is the Eye 
Region More Important than 
the Face? A Preliminary Study 

Proc. 5th Int’l Conf. Biometrics: 
Theory, Applications, and Systems 
[BTAS 12], IEEE, pp. 402-411). Using 
this technique, the researchers 
achieved an overall recognition 
accuracy of 87.4 percent.

More recently, Xin Liu, Shiguang 
Shan, and Xilin Chen developed a 
system that combines FLDA with 
a GNN-based ensemble of 10 facial 
regions (“Face Recognition after 
Plastic Surgery: a Comprehensive 
Study,” Proc. 11th Asian Conf. 
Computer Vision [ACCV 13], LNCC 
7725, Springer, 2013, pp. 565-576). 
Operating on the full Plastic Surgery 
Face Database, the researchers 
obtained impressive matching 
accuracy for every procedure.

HORMONE REPLACEMENT 
THERAPY

A novel challenge to face 
recognition systems is the medical 
alteration of levels of sex hormones, 
notably estrogen and testosterone, 
for gender transformation. 
Transgender hormone replacement 
therapy (HRT) impacts fat 
distribution in the face, changing 
its overall shape and texture. 
For example, female-to-male 

Figure 2. Example face images of four male-to-female transgendered women before (top row) and after (bottom row) hormone 
replacement therapy.


